Southside Virginia Community College, Agency 276
Physical Demands/Cognitive Requirement/IT Security, EWP Part II

Performance Year 2009
	Employee Name:


	Role Title:


	Essential Job Requirements (Indicate by each E = Essential, M = marginal, or N/A)

	Physical Demands and Activities:
	
	

	
	Light lifting 
	<20 lbs.
	
	Standing
	
	
	Sitting
	
	
	Bending
	

	
	Moderate lifting 
	20-50 lbs.
	
	Lifting
	
	
	Walking
	
	
	Climbing
	

	
	Heavy lifting 
	>50 lbs.
	
	Reaching
	
	
	Repetitive motion
	

	
	Pushing/pulling
	
	
	Other
	

	
	
	
	
	
	
	
	
	
	
	
	

	Emotional Demands:
	
	Mental/Sensory Demands:

	
	Fast pace
	
	Avg. pace
	
	Memory
	
	
	Reasoning
	
	
	Hearing
	

	
	Multiple priorities
	
	Reading
	
	
	Analyzing
	
	
	Logic
	

	
	Intense customer interaction
	
	
	
	
	Verbal communication
	

	
	Multiple stimuli
	
	
	
	
	Written communication
	

	
	Frequent change
	
	Other
	

	
	
	
	
	
	
	
	
	
	
	
	
	


	The requirements listed below are mandated by the Commonwealth of Virginia Information Technology Resource Management (COV-ITRM) Security Standard SEC 501-01 and must be on every Employee Work Profile.  (Check all that apply)

	 FORMCHECKBOX 
IT System Users:
(All employees) All users of COV IT systems including employees and contractors are responsible for:
	1. Read and comply with VCCS contingency planning and business recovery program requirements as well as VCCS and college IT policies, standards, and guidelines.

2. Report breaches of IT security, actual or suspected, to their college management and /or the Information Security Officer (ISO)

3. Take reasonable and prudent steps to protect the security of IT systems and data to which they have access.

	 FORMCHECKBOX 
 Data Owner: (Department Supervisors)  The data owner is the manager responsible for the policy and practice decisions regarding data, and is responsible for:
	1. Evaluate and classify sensitivity of the data

2. Define protection requirements for the data based on the sensitivity of the data, any legal or regulatory requirements, and business needs.

3. Communicate data protection requirements to the System Owner.

4. Define requirements for access to the data.

	 FORMCHECKBOX 
 System Owner: Manager responsible for operation and maintenance of an IT system. System Owners are responsible for:
	1. Protect the data in their possession from unauthorized access, alternation, destruction, or usage.

2. Establish, monitoring, and operating IT systems in a manner consistent with VCCS and COV IT security policies and standards.




IT Security Special Assignments: Please select all that apply
Disaster Recovery Team member: ____      Incident Response Team member: ____  SVCC Security Committee: ____

Review of employee SVCC and VCCS enterprise application access.
The level of IT access is appropriate for this employee: _____ (Supervisor initial)
	Employee Signature/Date:


	Supervisor Signature/Date:
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